P ns South Garolina Immunization
Provider Access System Page |1
Quick Reference Guide for

HL7 Data Exchange On-Boarding Revision: 05/23/2014

The purpose of the Quick Reference Guide for HL7 Data Exchange On-Boarding is to provide the Senior Prescribing
Authority and Legal Signature Authority (if needed) with step-by-step instructions on the on-boarding process. If

guestions or concerns should arise during the on-boarding process, contact the help desk at 866-439-4082 (select option
2, Immunization Registry).

The Senior Prescribing Authority must have a SCI PAS account to proceed. If the Senior Prescribing
Authority does not have a SCI PAS account, please select and print the Quick Reference Guide for

Establishing a New Account on the SCI PAS home page (https://www.scdhec.gov/scipas) and follow
the step-by-step instructions to establish a new account.

Logging into SCI PAS

; ; South Carolina Inmunization Not logged
To begin the on-boarding enrollment D e e e e
process for HL7 Data Exchange with an el D
EXiSting SCI PAS account, Senior P e Welcome to the South Carolina Immunization Provider Access System (SCIPAS)
Prescribing AUthorlty ShOUId go tO: SCIEASHoma Please select and print the appropriate Quick Reference Guide for step-by-ste)
Establish a New Account instructions.
https://www.scdhec.gov/scipas/ HLT

Existing Users, Login Here

HL7 Data Exchange On-Boarding
Usemame

john test@testhealthcare com HLT Process Overview

Password

VFC

Test Healthcare - Forms - Immunization Division Website

Senior Prescribing Authority should enter
Username and Password. Click LOGIN.

If Senior Prescribing Authority does not
remember Username and Password, please
contact the Help Desk at 866-439-4082
(select option 2, Immunization Registry) for
assistance.

SCI Registry Help Desk e 866-439-4082 (select option 2, Immunization Registry) e SCIRegistry@dhec.sc.gov
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Navigating to HL7 Data Exchange Tab

Help

' ibi i South Carolina Immunization Logged n s Jonn Tex

Senior Prescribing Authority should § S temnca rolina Immmuniz iz e
navigate to the HL7 Data Exchange [ Home

Tab, click ACCOUNT tab. ko Welcome to the South Carolina Immunization Provider Access System (SCIPAS)

SCI PAS Home

Please select and print the appropriate Quick Reference Guide for step-by-ste|
instructions.

Administration

HL7
Account I
Main HL7 Data Exchange On-Boarding
Reports HLT Process Overview
Vaccine
Selected Location: VFC
Test Health; -
sstnealhear Forms - Immunization Division Website
Click HL7 DATA
EXCHANGE tab.
Help
n South Carolina Immunization (john m‘;"@g{%‘z‘?ﬁ‘g;#‘ gg'c'ﬁ;
Provider Access System Current PIN: 10000575

[ HOME | AccounT [l vaccing Jll ReciSTRY Jl AoviN Jll REPORTS il LOGOUT
SC]PASA:CDumSIatusl HL7 Data Exchange I

Your current account enrollment statuses are displayed below. Each available tab has detailed information regarding that specific status.

SCIPAS: & You currently have an enabled SCIPAS account that is valid through 04/16/2019. Change Password =
% Your E.S.A. needs to complete the SCI PAS Designated User Form. w5 Form SCI PAS User

HLT: 4, You are not enrolled as a South Carolina Immunization Provider. Click here to go to the HL7 tab >
+ = Active/Enrolled € =Tn Progress & =Needed @ = Approval Pending X = Inactigad .
' . If HL7 DATA EXCHANGE tab is
T G | not revealed, select HL7 from
VFC .
HL7 the dropdown. Then, click GO.

SCI Registry Help Desk e 866-439-4082 (select option 2, Immunization Registry) e SCIRegistry@dhec.sc.gov
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SC Immunization Registry Terms of Use, Form DHEC 0867

Help

South Careolina Immunization Logged in as Judy Jetson

B {udy@test.com)
Provider Access System Current PIN: 10000146
SCI PAS Account Status HL7 Data Exchange ]

HL7 Account Status
You are not enrolled as a South Carolina Immunization Provider.

Please review the HL7 Process Overview before enrolling.

& Your practice/group needs to enroll to use the Registry

& Your practice/group needs to enroll to transmit data using HL7 exchange
&y Your practice needs to upload a HIPAA Agreement.

Upload HIPAA Agreement:

Browse... |

Upload

+ = Active/Earolled —In Progress 4 = Needed B - Approval Pending ® —Inactive/Not Enrolled % —Registered

Help

South Garolina Immunization X Logged in as JOhn Test
(john.test@testhealthcare.com)

n Provider Access System Current PIN: 10000105

Lrove ) vews Jrccour I vnceine Y reos v I rown P serorrs I osout]

Print Preview (hit your Browser's "print” key to print)

South Carolina Immunization Registry Terms of Use )

* Required Incomplete

These Terms of Use govern access by Provider (Facility or Individual Provider Name) identified below to the web
accessible South Carolina Immunization Registry (Registry) developed and maintained by the South Carolina
Department of Health and Environmental Control (DHEC) as authorized by S. C. Code Section 44-29-40

|. PURPOSE AND OBJECTIVES

The Reqistry is a statewide, confidential, computerized database of immunization information that consolidates patient
immunization data, allowing for a complete immunization history, reducing over- and under-immunization, providing
patient reminders of immunizations due and overdue, and producing school and day care certificates of immunization.
Registry data may also be used to estimate population immunization coverage levels.

Registry immunization records available to authorized users depend on user submission of records. Based on these
records, the Registry uses the routine immunization schedule fo forecast the patient’s immunization needs. The
immunization provider must be knowledgeable of the schedule of recommended immunizations and use sound judgment
for each vaccine recipient, taking into consideration the various vaccine schedules, indications, contraindications and
precautions, and the Registry’s forecasted immunization needs for a patient, in order to make a final judgment about the
immunizations that should be administered to the patient

Il. CONFIDENTIALITY OF INFORMATION

The Reqistry is secured by user identification and password. An individual password is required for each person to
access the Registry. Access is controlled by the DHEC Immunization Division and is restricted to authorized
immunization health care providers for purposes of updating or verifying immunization information to facilitate patient
treatment. DHEC may also use the Registry data to monitor immunization compliance and to assist with surveillance and
outbreak activities of the Department that are related to the prevention and control of vaccine-preventable diseases

ON-BOARDING STEP 1:

Click on FORM DHEC 0867 to complete
the South Carolina Immunization Registry
Terms of Use. This is a legal document.
The Senior Prescribing Authority must
complete the form.

The Senior Prescribing Authority
must read the South Carolina
Immunization Registry Terms of
Use.

The Senior Prescribing Authority
must complete all required
elements of the Terms of Use.

SCI Registry Help Desk e 866-439-4082 (select option 2, Immunization Registry) e SCIRegistry@dhec.sc.gov
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Help
n South GCarolina Inmunization T Q"é??f&'égﬁnﬁ?é’ﬂﬁ}
Provider Access System Current PIN: 10000105
Print Preview (hit your Browser's "print" key fo print)
1ll. PROVIDER RESPONSIBILITIES A
Provider agrees to:
The Senior Prescribing Authorlty Al%ree A Provide and maintain appropriate internet service and computer systems required for Registry access
must mdlcate agreement Wlth " Agree JB. Ensure that the Provider and Provider's employees and agents with access to the Registry receive training
. HR P %} rovided by DHEC on proper use of the Registry before gaining access to the Registry, and as required b
PrOVIder Resp0n5|b|||t|es by E)HECforgontinued acpcegs = ¢ ¢ o= e !
H “" ”
checking each “Agree” box. - Agree
%] C. Execute the DHEC User Confidentiality Agreement and ensure that all employees and agents of the
[Provider who will have Registry access sign the DHEC User Confidentiality Agreement before receiving
access to the Registry. A copy of each authorized user's signed User Confidentiality Agreement must be
provided to the DHEC Immunization Division before receiving initial access to the Registry.
The Senior Prescribing Authonty must *Agree D Maintain all information received and/or printed from the Registry in strict confidentiality as a patient
[} medical record as protected by state and federal laws
Ind Icate agreement Wlth Certlflcatlon “ Agree [E Ensure that Registry information is not accessed or disclosed by any of Provider's employees or agents
and Accepta nce by ChECki ng eaCh O unless required for patient care or as authorized by law.
“" ” . -
D Agree bOX, I Rnatian T as.lonnljr::;‘: all computer(s) utilized for Registry access.
(john. com
— system Current PIN 10000105 , : -
munization Division upon learning of any actions of an employee or agent
Tret FRoRRER RSO | ese Terms of Use or the User Confidentiality Agreement, including but not
Print Preview (hit your Browser's "prill orint) sharing identification access or passwords, improper disclosure of Registry
- Entiality of Registry information.
CERTIFICATION AND ACCEPTANCE ~
Immunization Division if there is any reason to believe that confidentiality or
Aglree | have read and accept these Terms of Use. entification and password has been compromised.
Division within fen business days after an employee or agent who is an
* Agree ||| certify that | am a health care provider in the practice listed below or | am in direct support of, have authority ent or is no longer authorized to access the Registry on behalf of Provider.
O to bind, and made this certification and acceptance on behalf of the health care provider identified below.
“ Agree [l certify that | will use the statewide South Carolina Immunization Registry in this practice solely to update or n Division ifthe Provider no longer requires or needs Regisiry access
] verify immunization information for purposes of patient treatment or for other purposes allowed by DHEC
regulations rization from the director of the DHEC Immunization Division prior to compiling
from the Registry database
* Agree [l certify that | understand access to the Registry is to be limited to only those persons in my employ who
O require access. Employees granted access by the State will be monitored. Employees who fail o comply with
fthe Terms of Use or fail to access the Registry (i.e., log-on) at a minimum of every 30 days will have their
access suspended or terminated
* Agree |l certify that | understand that access to the Registry implies that | will use the Registry and that said use
O benefits patients serviced by my office, as well as another provider's office should they seek care elsewhere
ITherefore, if my practice does not provide immunization data to the Registry, | understand that access for the
entire practice may be terminated
* Agree [l understand that providers enrolled in the VFC program who use the Registry to record patient immunization
] and eligibility data will not be required to submit the annual VFC Provider Profile.
Help

South Garolina Immunization Lrip e mam oo Tl
(john test@testhealthcare.com)

n Provider Access System Current PIN: 10000105

Lroue ] wo Y oo I viccne J recirr J soui I rerorrs ) Looour]

" key to print)

Print Preview (hit your Browser's "print’

PROVIDER

Physical Address:

* Facility or Individual Provider Name

* Facility Address

|Test Healthcare

|9_9 Test Drive

Columbia

South Carolina

29201

* Facility City

* Facility State

" Facility Zip

Mailing Address:

The Senior Prescribing Authority
must indicate the Mailing Address.

* Mailing Address

Iﬁ Test Drive

Columbia

South Carolina

* Mailing City

* Mailing State

" Mailing Zi|

SCI Registry Help Desk e 866-439-4082 (select option 2, Immunization Registry) e SCIRegistry@dhec.sc.gov
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Help
n South Carolina Inmunization = méﬁé?gef‘ in| ;?hgrglﬁ
Provider Access System Current PIN: 10000105

Print Preview (hit your Browser's "print" key to print)

SENIOR PRESCRIBING AUTHORITY |A
1

(MD, DO, APRN, PA, PharmD or RPh)
* Senior Prescribing Authority - Enter your email [iohn test@testhealthcare com The Senior Prescribing Authority must
address as your electronic signature . . .
electronically sign the South Carolina
Immunization Registry Terms of Use by
entering his/her email address. The Senior
Prescribing Authority will also enter name,
! : : title, license number and review date.
Can the Senior Prescribing Authority named above legally bind Provider & Yes ® No

(Facility Name) identified above? L

“ Name of Senior Prescribing Authority [John Test

* Title of Senior Prescribing Authority | pactor of Medicine -

* South Carolina License Number: [123456

" Date Reviewed/Updated [04/2212014

DEHERG I South Carolina Immuntzation Lo The nggr Prgscrlblng Authority
Provider Access System curr must indicate if he/she can legally
ACCOUNT

bind provider.

Print Preview (hit your Browser's "print" key to print)
* Date Reviewed/Updated [04/22/2014

“ Can the Senior Prescribing Authority named_ _above Ieggl\y bind Provider O Yes® No If the Senlor Prescrlblng AUthorlty
(Facity Name) identiied above? CAN legally bind provider, indicate

Instructions: Since the Senior Prescribing Authority cannot legally bind this form, a Legal Signature Authority must sign. If ag

il,res?edé setup, e prfle an be aded frough the prvider maimenance wizard i the admi secion. Roer o the uick e YES and continue com pIeting the
LEGAL SIGNATURE AUTHORITY form. If the answer is YES, the
(IN ADDITION TO SENIOR PRESCRIBING AUTHORITY, IF NECESSARY Legal Signatu re AUthorlty SeCtion
Legal Signature Authority - Enter your email address does not display.
as your electronic signature:
Name of Legal Signature Authority: If the Senior Prescribing Authority
The Senior Tile of Legal Signature Authority CANNOT legally bind provider,
Prescribing Date Reviewed/Updated indicate NO. The Legal Signature
Authority must Contact Person Authority section displays but
enter the contact " Name: [Becky Contact fields are locked for Legal
person’s " Email” [oecky contact@esthealtheare com Signature Authority. Senior
information. This " Telephone: g03) 895-8555 Prescribing Authority must
person will serve Fax. lie03) 808444 complete the remainder of the
as your facility’s Ifagroup, stc. Employer D# [ | form. Later, the Senior Prescribing
primary contact [ "enereledViCcPovder INT | Authority will create an account
for DHEC. for the Legal Signature Authority
T STHEC il not eviews forms uniiihoy have been subrted. (page 9).
Go fo first incomplete entry
Please be sure fo fully complete and exit anyaa amabeck boxes, etc. to enable the Submit button
DHEC 0857485 v

If the Senior Prescribing Authority CAN legally bind the provider, the Senior
Prescribing Authority may submit the form, if entirely completed. If submit is not
activated, click on “Go to first incomplete entry”.

If the Senior Prescribing Authority CANNOT legally bind the provider, the Senior
Prescribing Authority may not submit the form. All information is saved. The
form will be submitted by the Legal Signature Authority.

SCI Registry Help Desk e 866-439-4082 (select option 2, Immunization Registry) e SCIRegistry@dhec.sc.gov



P ns South Garolina Immunization
Provider Access System Page |6
Quick Reference Guide for

HL7 Data Exchange On-Boarding Revision: 05/23/2014

If the Senior Prescribing Authority can submit the form, SCI PAS will navigate the Senior Prescribing Authority to the
appropriate screen for the next form selection. Skip to ON-BOARDING STEP 2 below.

If the Senior Prescribing Authority cannot submit the South Carolina Immunization Registry Terms of Use due to
Legal Signature Authority requirement, navigate as follows:

Help
D H E C n South Carolina Immunization T te;?@?}?;}:t;l:l?hg:‘g;ﬁ;}
Provider Access System Current PIN: 10000105

Click ACCOUNT. [z ] [sccounr]|

Print Preview (hit your Browser's "print" key to print)
* Date Reviewed/Updated [04/22/2014 ~

“ Can the Senior Prescribing Authority named above legally bind Provider O Yes ® No
(Facility Name) identified above?

CIICk HL7 DATA Instructions: Since the Senior Prescribing Authority cannot legally bind this form, a Legal Signature Authority must sign. If an LSA user is not
EXCHANGE already set up, their profile can be added through the provider maintenance wizard in the admin section. Refer to the quick reference guide for step
South Garolina Inmunization Logged in as John Test §| FGAL SIGNATURE AUTHORITY
- Provider Access System O ent P 1000057
urre
ENIOR PRESCRIBING AUTHORITY, IF NECESSARY)

HOME accounT [l vaccine Jll ReciSTRY Jll aomin Jll REPORTS [l LOGOUT
il address
SCIPAS Account Status I HL7 Data Exchange I kignature:

Your current account enrollment statuses are displayed below. Each available tab has detailed information regarding that specific status. [Authority:

SCIPAS: 4 You currently have an enabled SCIPAS account that is valid through 04/16/2019. Change Password
& Your E.S.A. needs to complete the SCI PAS Designated User Form. = S Form SCI PAS User

HL7: @ You are currently enrolling as a South Carclina Immunization Provider. Click here to go to the HL7 tab ==

+ = Active/Enrolled D =In Progress &\ =Needed B = Approval Pending X = Inactive/Not Enrolled ~ # =Registered

Iwanttoenrollin... v

HL7 Enrollment Document

HL7 Enrollment document includes
technical elements related to data

n South Carolina Immunization i m;gé?sg‘gé ;?hlcg’";mm}
Provider Access System Curent PIN: 10000105 transfers, please contact your EHR
— NEWS ACCOUNT VACCINE REGISTRY ADMIN REPORTS LOGOUT . . .
[ Howe i news Jif account Jif vacoine Jif RecisTRY Jif aomin Jif ReporTs i LosouT | vendor for this information. Please
SCI PAS Account Status HL7 Data Exchange .
consult the HL7 Process Overview
HL7 Account Status for deta | IS

You are currently enrolling as a South Carolina Immunization Provider.

Please review the HL7 Pro. rerview before enrolling.

ON-BOARDING STEP 2:

@ Your practice/group Registry enrollment is pending approval

& Your practice/group needs to enroll to transmit data using HL7 exchange == ¢ HL7 Enrollment

4 Your practice needs to upload a HIPAA Agreement. C“Ck on HL7 EnrO"ment.

Upload HIPAA Agreement:
Browse... ‘ Upload

X = Inactive/Not Enrolled % = Registered

+ = Active/Enrolled 0 =InProgress & = Needed B = Approval Pending

SCI Registry Help Desk e 866-439-4082 (select option 2, Immunization Registry) e SCIRegistry@dhec.sc.gov
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Help

South Carolina Immunization Logged in as JOhn Test
= (jonn test@testhealthcare.com)
Provider Access System Current PIN: 10000105

Print Preview (hit your Browser's "print” key to print)

HL7 Enrollment
* Required Incomplete

* Select transmission protocol O SFTROHTTPS

* Direction | C Unidirectional C Bidirectional

" Provider Type O Public @ Private

* Name of Organization [Test Healthcare

* Contact Name [Becky Contact

* Contact Email [becky.contact@testhealthcare.com

" Telephone [(803) 898-5555

* Organization NPI [1234567890

* EHR Vendor Name | ]

* EHR Software Name | ]

" Technical IT Contact Name | ]

* Technical IT Contact Telephone [ |

* Technical IT Contact Email | ]

The submit button will not be enabled until the entire form is completed
DHEC will not review forms until they have been submitted

Go to first incomplete entry
Please be sure to fully complete and exit any entry boxes, check boxes, efc. to enable the Submit button

HL7 Enroliment Form (Rev. 1/1/2014)

All required fields must be
completed. The document
adds fields based on
responses.

Click SUBMIT once all
fields have been
completed.

Uploading HIPAA Agreement

Help
n South Garolina Imnmunization o m;"éﬂ i) ;?h-:g[rg-;e;;
Provider Access System Current PIN: 10000105

SCI PAS Account Status HL7 Data Exchange

HL7 Account Status

You are currently enrolling as a South Carolina Inmunization Provider.

Please review the HL7 Process Overview before enrolling.
@ Your practice/group Registry enroliment is pending approval == 5 Form DHEC 0867

@ Your practice/zroup enrollment to transmit data using HL7 exchange is pending approval ==} S L7 Enrollment
4 Your practice needs to upload a HIPAA Agreement.

Upload HIPAA Agreement:
I i Browse... I Upload

+ = Active/Enrolled 0 =In Progress A =Needed B = Approval Pending X =Inactive/Not Enrolled ~ + = Registel

ON-BOARDING STEP 3:

An electronic copy of the HIPAA
Business Agreement between the
provider and the vendor of the
electronic health record (EHR) must
be submitted.

To upload the HIPAA Agreement,
click BROWSE.

SCI Registry Help Desk e 866-439-4082 (select option 2, Immunization Registry) e SCIRegistry@dhec.sc.gov
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& Choose File to Upload l '1_ ) ‘
\_/'\-J | <« My Documents » aaatemp »
L —
Organize + MNew folder
koo Y DOCUTRGRGIEERY Arange by Foldr = Locate HIPAA Agreement and click
B Desktop aaatemp
# Downloads Name : Date mdified OPEN.
| %] Recent Places
41177
@ HIPAA 3/25/2014 8:55 AM . .
e : E NOTE: Only the following file types
<| Documents
o Music may be uploaded:
=] Pictures
B Videos ° b m p
% Computer B [ ] CSv
& osc)
% DATA (\\Dhecco [ )
Cs¢ DATA (\\Dhecco J pg
- 1 m | G
' e pdf
File name: HIPAA ~ | A Files ¢+ -
Open i+ Cancel (] tif
Help
n South GCarolina Immunization o m%ﬂﬂ ;f;h{gg-;e’g;
Provider Access System Current PIN: 10000105
Lroue]
SCI PAS Account Status HL7 Data Exchange
HL7 Account Status
You are currently enrolling as a South Carolina Inmunization Provider.
Please review the HL7 Process Ov 'w before enrolling.
B vour practice/group Registry enrollment is pending approval - Form DHEC 0867
B Your practice/group enrollment to transmit data using HL7 exchange is pending approval. - J HL7 Enrollment
4 Your practice needs to upload a HIPAA Agreement.
Upload HIPAA Agreement: .
C:\Users\gulledwk Documents|aaatemp HIPA A pdf Browse.. I C I IC k U PLOAD .
+ = Active/Enrolled 0 =1n Progress £ =Needed B = Approval Pending % =Inactive/Not Enrolled ¥ = Registered ||

HL7 Data Exchange On-Boarding is complete if the Senior Prescribing Authority CAN legally bind
provider.

As mentioned in the Process Overview, the organization contact and the Technical IT Contact entered
on the HL7 Enroliment document will be notified of the next steps in the on-boarding process.

If Senior Prescribing Authority CANNOT legally bind provider, refer to Creating Legal Signature
Authority Account section on page 9.

SCI Registry Help Desk e 866-439-4082 (select option 2, Immunization Registry) e SCIRegistry@dhec.sc.gov
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Creating Legal Signature Authority Account

ON-BOARDING STEP 4
n South Carolina Immunization Logged nac o Tost (IF NEEDED):

= (john tesi@testhealthcare.com)
Provider Access System Current PIN: 10000105

Loue Y e Y ocoun I vroone R seoirev ] ovan ] [reronrs Jcosour

SCI PAS Account Status HL7 Data Exchange

To begin the Legal Signature

Authority account creation,
HL7 Account Status

You are currently enrolling as a South Carolina Inmunization Provider.

Please review the HL7 Process Overview before enrolling.

Your practice/group needs to complete the Terms of Use to use the Registry. =  Form DHEC 0867

@ vour practice/group enrollment to transmit data using HL7 exchange is pending approval. - S
@ Your HIPAA Agreement is pending approval.

« = Active/Enrolled 0 =InProgress 4y = Needed B = Approval Pending X =Inactive/Not Enrolled " =Registered

Help
G South Carolina Inmunization Logged in as JOhn Test
B (john test@testhealthcare.com)
Provider Access System Current PIN: 10000105
Administration Administration
& = High Priority Alert 4 = DHEC Waming Message * = General DHEC Message
SCI PAS Home (click a message heading to show or hide the message text)
Logout
. ( inistration Message Board (0 ]
Click USER MAINTENANCE. =
Provider Maintenance
Selected Location:
Test Healthcare -
Help
South Carolina Immunization Logged in as JOhn Test
- (john.test@testhealthcare.net)
Provider Access System Current PIN: 10000174
Click on dropdown arrow. -] o
(-]
= = Fill out the necessary informarion.
Username PIN -
[ ]| Il ]
L LSA: O vesOno
D . Help Enter Email:
Then, select provi der. South Carolina Inmunization L e i = (Ot Examples: jdoe@provider.com  jane.doe@provider.com
Provider Access System " Current PIN: 10000174 First Name: [
il ACCOUNT VACCINE REGISTRY ADMIN REPORTS LOGOUT Middle Name: I

t A Py = Last Name: I
iz Examples: John Q. Doe Jane Doe

‘ a . : ) Posicion:
Fill out the necessary information.

Examples: Vaccine Coordinator  Medical Docter
Phone Number: I

Examples: (803) 555-1234 (864) 123-4567
User can access SCIPAS (3 yvo: O

Enter Email:

To Get Started:

Examples: jdoe@providercom  jane doe@provider.com

. First Name: |
Select a Provider.

Middle Name: I

Last Name: [

Examples: John Q Doe Jane Doe SAVE
Position: I

lo records to view

Examples: Vaccine Coordinator  Medical Docter
Phone Number: I

Examoples; (803 555-1234 (864 123-4367

SCI Registry Help Desk e 866-439-4082 (select option 2, Immunization Registry) e SCIRegistry@dhec.sc.gov
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South Carolina Immunization
Provider Access System

Help

Logged in as John Test

(john test@testhealthcare.con)
‘Current PIN: 10000206

Click NEW.

South Carolina Imnmunization
Provider Access System

(-]
Usemame PIN
[ I 'L
12467 jolmtest@testhealthcarecon 10000206 1
>
(o Refresh 8 Reset Password View1-1of1

Help
Logged in as John Test

(john test@testhealthcare.con)

Current PIN: 10000206

Usemame

Data User's Providers

(-]
FIN

Fill out the necessary information.

1 [

john test@testhealtheare con

<

4 Mew (5 Refresh  Reset Password

10000206 1

User Type: OgsA @154 O Neither

Enter Email: [james legal @testhealthca

Examples: jdoe@providercom jane dos@provider.com

First Name: (James

Middle Name:

Last Name: [ngal
Examples: John Q. Doe Jane Doe

Pesition: (CEQ

Examples: Vaccine Coordinator Medical Doctor

Phone Number: ((§03) 8980943
Examples: (803) 555-1234 (864) 123-4367

> L

View1-1of1

SCI Registry Help Desk e 866-439-4082 (select option 2, Immunization Registry) e SCIRegistry@dhec.sc.gov

Click SAVE.

Data User's Providers

Fill out the necessary information.

User Type: @)

ESA O18A O Neither

Enter Email: [john test@testhealthcare.

Examples: jdoe@provider.com  jane.doe@provider.com

First Name: (John

Middle Name: I

Last Name: [Text

Examples: John Q Doe Jane Doe

Position: (XD

Examples: Vaccine Coordinator Medical Doctor

Phone Number:
Examples: (803) 555-1234 (864) 123-4567
User can access SCIPAS (&) vos () N

SAVE

For Legal Signature
Authority (LSA),
select LSA.

Then, enter Legal
Signature Authority’s
information.
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. . . D _H_F C' n South Carolina Immunization Gon"let%%:g;lgﬁﬁg}gg%
The Legal Signature Authority will Provider Access System * Curtent PIN- 10000205

use the PIN for his/her temporary

H H | et Data User's Providers
password at login. Provide the Legal - =
Slgnatu re AuthOI’Ity W|th thIS ma R - Fill out the necessary information.
L. \ I ] L er Type: O psa @1sA O Nei
temporary password to login into SCI e e bt con 1 o oy S LA et
e nter Email: |james legal@testhealthca
PAS to review the South Carolina 47 nteGrestbethcrecon 1000006 b Ecamplost o cm. s oG
. . . First Name: [Tames
Immunization Registry Terms of Use I F
and sign electronically. Last Name: [Cegal
Examples: John Q. Doe Jane Doe
Position: (CEQ
Click LOGOUT. Examples: Vaccine Coordinator Medical Doctor
Phone Number: ((§03) §95-9543
Examples: (303) 555-1234 (864) 123-4567
User can access SCIPAS ® vesO No
( ,
+ New (% Refresh 8 Reset Password View 1-2of2 < >

The Senior Prescribing Authority should have now completed all necessary documents for HL7 Data
Exchange On-Boarding. If the Legal Signature Authority is unable to submit the South Carolina
Immunization Registry Terms of Use, the Senior Prescribing Authority will need to login to SCI PAS to
review the form for any omitted required fields. Go to page 2 for guidance for Navigating to HL7 Data

Exchange Tab.

As mentioned in the Process Overview, the organization contact and the Technical IT Contact entered
on the HL7 Enroliment document will be notified of the next steps in the on-boarding process.
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Legal Signature Authority Login

The Legal Signature Authority will use his/her email address as the username and the temporary password
(PIN) provided by the Senior Prescribing Authority to access SCI PAS to electronically sign the South Carolina
Immunization Registry Terms of Use. To access SCI PAS, please go to:

The Legal Signature Authority will
enter his/her email address in the
Username field and the temporary
password provided by the Senior
Prescribing Authority in the
Password field.

Click LOGIN.

https://www.scdhec.gov/scipas/

Help
G n South Carolina Inmunization Not logged in
§ Provitler Access System
Fhomorr SOTECE rRosrix [ Howe [l REGISTRY

Welcome

SCI PAS Home
Establish a New Account

Welcome to the South Carolina Immunization Provider Access System (SCIPAS)

Please select and print the appropriate Quick Reference Guide for step-by-ste)
instructions.

Existing Users, Login Here

HL7?

HL7 Data Exchange On-Boarding

Usemname:

james.legal@testhealthcare.cor|
Password
o
Location:
Test Healthcare -

HL7 Process Overview

VFC

Forms - Immunization Division Website

Your current account enrollment statuses are displayed below. Each tab has detailed information regarding that specific status.

SCIPAS: ¢ You do not have an active SCIPAS account

Change Password

VFC: & Your ES A needs to enroll in the Federal Vaccine for Children (VFC) Program. Click here to go to the VFC tab >>
SC State Vaccine: 4 Your E.S. 4| Message from webpage = [E tab >
SCIRegistry: % You are no Your password must be changed naw. The password change screen will s tab >3

B open sfter clicking OK.

+ = Active/Enrolled -In

¥ = Registered

Immediately upon initial login,
Legal Signature Authority is
prompted to change password.

Click OK.

SCI Registry Help Desk e 866-439-4082 (select option 2, Immunization Registry) e SCIRegistry@dhec.sc.gov
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First, enter the temporary password in the
Current Password field.

New Fa
RegpeNewPasswors ]
Please make your new password stronger. This helps protect your
account from unauthorized usage.

Enter New Password twice. Password must be at
least 8 characters long and include:

o Uppercase letter

e Lowercase letter

e Symbol

e Number (minimum of 2)

The Change button will not
activate until the new password
meets agency password
requirements.

o — T —

Your new password is acceptable

(o) ot When password has been entered
twice and meets agency password
requirements, click Change.

N T —
R e R—
RetyPe ¥ \reccage from webpage | % ]

Window appears confirming password
changed. Click OK.

A Your password was changed.

Keep your password documented in a safe
and secure place!
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Electronic Signature of Legal Signature Authority on South
Carolina Immunization Registry Terms of Use, Form DHEC 0867

: I FTe Ha South Carolina Immunization e
After changing password, the SCI RS Frevier Access System R

PAS Account Status screen will be

FROSFER uaﬁ a ACCOUNT REGISTRV LOGOUT

displayed. Click on the HL7 DATA SCIPAS Account Status | _HIL7 Data Fucrange ]

EXCHANGE ta b Your current account enrollment statuses are displayed below. Each available tab has detailed information regarding that specific status.

SCIPAS:

+  You currently have an enabled SCIPAS account that is valid through 04/29/2019. | Change Password o

HL7: @ You are currently enrolling as a South Carolina Immunization Provider. Click here to go to the HL7 tab >>

&\ = Needed @ = Approval Pending X = Inactive/Not Enrolled ¥ = Registered

¥ Active/Enrolled © =In Progress
Help
n South Garolina Imnmunization Logged i"UES Lf@g‘sl B‘Eﬂglej
= legal est.com
Provider Access System Current PIN- 10000145

FrowoTE PEOTICT rRoSTIR [ Howe [l account il ReaisTry Il LocouT

SCIPAS Account Status HL7 Data Exchange

HL7 Account Status

You are currently enrolling as a South Carolina Inmunization Provider.

Please review the HL7 Process Overview before enrolling.

Your practice/group needs to complete the Terms of Use to use the Registry.

@ Your practice/group enrollment to transmit data using HL7 exchange is pending approval
@ Your HIPAA Agreement is pending approval.

# = Active/Enrolled © = In Progress £ =Needed @ = Approval Pending ® = Inactive/Not Enrolled ~ ¥ =Registered

Help
n South Carolina Inmunization — I'e;ggféfegﬁs a-fg‘";iﬁg’:)'
Provider Access System Current PIN: 10000105
[ Home I Account Il ReaisTRyY [l LoouT
Print Preview (hit your Browser's "print" key to print)
South Carolina Immunization Registry Terms of Use ()

* Required Incomplete

These Terms of Use govern access by Provider (Facility or Individual Provider Name) identified below to the web
accessible South Carolina Immunization Registry (Registry) developed and maintained by the South Carolina
Department of Health and Environmental Control (DHEC) as authorized by S. C. Code Section 44-29-40

|I. PURPOSE AND OBJECTIVES

The Registry is a statewide, confidential, computerized database of immunization information that consolidates patient
immunization data, allowing for a complete immunization history, reducing over- and under-immunization, providing
patient reminders of immunizations due and overdue, and producing school and day care certificates of immunization
Registry data may also be used to estimate population immunization coverage levels

Registry immunization records available to authorized users depend on user submission of records. Based on these
records, the Registry uses the routine immunization schedule to forecast the patient’s immunization needs. The
immunization provider must be knowledgeable of the schedule of recommended immunizations and use sound judgment
for each vaccine recipient, taking into consideration the various vaccine schedules, indications, contraindications and

precautions, and the Registry’s forecasted immunization needs for a patient, in order to make a final judgment about the
immunizations that should be administered to the patient

Click on the Form DHEC 0867.

The Legal Signature Authority
must read the South Carolina
Immunization Registry Terms of
Use.
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Help

Logged in as James Legal
(james.legal@testhealthcare.com)
Current PIN: 10000105

n South GCarolina Inmunization
Provider Access System

HOME ACCOUNT REGISTRY LOGOUT

Print Preview (hit your Browser's "print" key to print)
" Date Reviewed/Updated [04/22/2014

" Can the Senior Prescribing Authority named above legally bind Provider

CYes@No
(Facility Name) identified above?

Instructions: Since the Senior Prescribing Authority cannot legally bind this form, a Legal Signature Authority must sign. If an LSA user is not

already set up, their prefile can be added through the provider maintenance wizard in the admin section. Refer to the quick reference guide for step
by step instructions.

LEGAL SIGNATURE AUTHORITY

(IN ADDITION TO SENIOR PRESCRIBING AUTHORITY, IF NECESSARY)

Legal Signature Authority - Enter your email address | |
as your electronic signature:

Name of Legal Signature Authority: | |

Title of Legal Signature Authority: | |

Date Reviewed/Updated

E C Help

n South Carolina Inmunization o ‘:ggﬁé?egﬁsa{‘f‘g;ﬁg;
Provider Access System Current PIN: 10000105

Print Preview (hit your Browser's "print" key to print)

" Date Reviewed/Updated [04/22/2014

OSFER

" Can the Senior Prescribing Authority named above legally bind Provider
(Facility Name) identified above?

OYes®No

Instructions: Since the Senior Prescribing Authority cannot legally bind this form, a Legal Signature Authority must sign. If an LSA user is not

already set up, their profile can be added through the provider maintenance wizard in the admin section. Refer to the quick reference guide for step
by step instructions.

LEGAL SIGNATURE AUTHORITY

(IN ADDITION TO SENIOR PRESCRIBING AUTHORITY, IF NECESSARY)

Legal Signature Authority - Enter your email address [james legal@testhealthcare.com
as your electronic signature:

Name of Legal Signature Authority: [James Legal

Title of Legal Signature Authority: [CEQ

Date Reviewed/Updated [04/22/2014

Contact Person

“Name: [Becky Contact

" Email- [becky.contact@testhealthcare.com

* Telephone: [(803) 898-5555

* Fax' [(803) 898-4444
Ifagroup, efc. Employer ID# [ ]
Ifan enrolled VFC Provider PIN [ ]

Submit

The entire form is completed, click submit when ready.
DHEC will not review forms until they have been submitted

Please be sure to fully complete and exit any entry boxes, check boxes, etc. to enable the Submit button

IDHEC 0867 (Rev. 04/07/2014) v
[TOU

The Legal Signature Authority by
entering his/her email address
agrees with the South Carolina
Immunization Registry Terms of
Use previously electronically
signed by the Senior Prescribing
Authority. The Legal Signature
Authority will also enter name,
title and date reviewed.

The Legal Signature Authority will
click SUBMIT. If SUBMIT is
inactive, the Senior Prescribing
Authority will need to review the
form for omitted required fields.

The Legal Signature Authority should have now
completed the necessary document for HL7 Data
Exchange On-Boarding. Click LOGOUT.
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